Trade  Secret  Paper

OVERVIEW

The topic of trade secrets is wide in scope and many specific types of such secrets exist.   In his graduate lecture notes, Michael Green lists these types of trade secrets:

· Technical Information/Research & Development

· Production/Process Information

· Vendor/Supplier Information

· Quality Control Information

· Sales & Marketing Information

· Internal Financial Information 

A particularly current and interesting trade secret subject is reverse engineering.  This falls under the area of technical information / research and development.  This type of trade secret can be the most damaging if passed to competitors.  This is very much a critical issue in the software development industry.  Reverse engineering practices put trade secret information into the hands of direct competitors.  

REVERSE ENGINEERING

Reverse engineering is not a new method to gain insight into competitor’s products and not one just limited to the software development industry.  In the software industry, reverse engineering typically consists of the de-compiling of a software application into the source code.   This can serve to gain insight into the designer’s coding and techniques.  Those techniques could easily be considered to be trade secrets.  The protection of the code by compiling of the code into an executable form, not easily deciphered, should be accepted as a satisfactory measure on the part of the owner to protect their secrets.  Reasonable steps have been taken to protect the source code from competitors.  It can be argued that any company that performs reverse engineering on software code could be identified as attempting to discover trade secrets through illegal means.

SOFTWARE INDUSTRY

Reverse Engineering Uses.  Advocates of reverse engineering have stated a few arguments in attempts to justify their actions.  The two main reasons given for reverse engineering are interoperability and ‘bug’ disclosure.  Interoperability is pertinent for software development firms that would like to ensure proper function of their product with other products.  For instance, a utility application that runs under the Microsoft Windows NT operating system might best be created and tested in an environment where the developer had total access to the software coding of the Microsoft system.   For ‘bug’ disclosure, the users of software applications claim that manufacturers will not disclose security holes or problems related to their programs under the protection of reverse engineering laws.  However it would seem that the U.S. legal system finds that the intellectual property protection of the software industry as a whole is the more important goal as compared to any arguments for reverse engineering.

Protection.  There are distinct laws in place and under consideration to offer intellectual property protection to the companies that develop commercial software applications.  These laws include the following:

· Copyright Law

· Shrink Wrap License Agreements

· Uniform Computer Information Transactions Act (UCITA)

· Digital Millennium Copyright Act (DMCA)

· Uniform Trade Secrets Act

· Other Protection

Copyrights.  Fair use provisions in copyright laws currently allow for some reverse engineering in the software industry.  This does seem contrary to the supposed provision of copyrights.  As noted by Richard Vaughn in Legal Aspects of Engineering “generally the copyright protects use that deprives the copyright owner of the income to be realized from exploitation of his copyright” (228).   Although some sources can contend that their reverse engineering is aimed to provide interoperability or disclosure of security holes, the process of reverse engineering would seem most beneficial to firms that wish to learn techniques or trade secret type methods of software coding.  So the fair use provisions to allow firms to perform reverse engineering do certainly contradict the purpose of copyrights, to protect the owner from exploitation.  The enforcement of copyrights for software has been attempted through the use of shrink wrap license agreements.

Shrink Wrap License Agreements.  This type of protection is common and involves a seal on the software product, which, upon breaking, the user agrees to comply with the manufacturer license.  The license usually contains some provision for strict protection and thus covers the software company for reverse engineering exploitation.  The text to provide such protection often references de-compiling of the program.   A key to such protection is that it provides a license to the buyer versus a final sale.  The protection of shrink wrap licenses had a major problem in that they were not always enforceable (Burgunder 264).   However, the Uniform Computer Information Transaction Act (UCITA) potentially offers an enforceable avenue to software development firms for shrink wrap agreements.

UCITA.  The Uniform Computer Information Transaction Act (UCITA) is state level legislation.  The topic entails a complex set of pro and con arguments with much discussion from major industry players.   In an article for CNN, Mark Anderson notes:

“UCITA's long and complex journey began in 1988 as an amendment to the nationwide set of state laws governing commercial transactions, the Uniform Commercial Code (UCC). Its intent was to update the 50-year-old regulations to accommodate the world of software and the Internet.”  

The UCITA covers many areas related to the software development industry, reverse engineering among them.  One key to the UCITA is that it provides legal rights to companies to “enforce reverse-engineering bans in shrink-wrap licenses that might not otherwise be enforceable” (Harrison).  The UCITA does include some provision to protect customers through vendor liability.  However it seems that most of the protection of the UCITA is offered to the manufacturers.   The link to reverse engineering within UCITA is depicted by Mark Anderson in a CNN article:

“Another prima facie enforceable contractual use restriction allowed by UCITA is the prohibition against reverse engineering of software -- a Constitutionally protected practice for such applications as development of compatible software products and information security testing.”

As of March 2000 only a few states had adopted the UCITA.  It remains to be resolved if the UCITA will cause too much controversy and carry too much protection for the software industry to be adopted on a widespread basis.

Digital Millennium Copyright Act (DMCA).  This is federal law.  The DMCA is a measure to address changes to copyright law related to the networked environment (Band).  This deals with circumvention of copyrights and in particular with reverse engineering.  There is also a provision for the exception of reverse engineering but only in the case of obtaining interoperability with other programs.

Uniform Trade Secrets Act.  Similar to the UCITA, the Uniform Trade Secrets Act (UTSA) is state law that must be adopted by individual states.   However while only a few states have adopted laws based on UCITA, 40 have adopted laws based on the UTSA.  In some state versions, the UTSA does not specify reverse engineering but rather does cover misappropriation to include acquired through improper means.  In the final National Conference of Commissioners on Uniform State Laws (NCCUSL) version reverse engineering is actually listed as a “proper means” to acquire methods.  The UTSA does provide some protection in cases where the reverse engineering is a long and expensive process, as compared to reverse engineering a camera to find out about a new mechanism, a process that would take just a few days after market availability.  It can be seen that the UCITA is an attempt to cover weaknesses of the UTSA in terms of software development trade secrets.

Other Protection.  Some software programs are patentable.  The issue with patents is interesting since the life of most computer programs is fairly short as compared to the life of patents.  Other typical trademark protection laws do apply in the case of a trademarked software application that is being reverse engineered.  

Circumvention.  Reverse Engineering options do exist.  Firms can do their research outside of U.S. borders to escape U.S. law.  The European Union fair-use laws provide flexibility for firms that wish to perform reverse engineering on their competitor’s products.  The copyright protection afforded by these fair-use laws is less than is provided in the United States.  So if a firm wishes to perform reverse engineering, they can move those efforts outside of United States territory to complete such work.  One other option is cooperation with a development company can work with those products for which they wish to have interoperability.  

Current Example.  A current news item involving this topic of reverse engineering and the related intellectual property issues revolves around a product called Cyber Patrol by Mattel.  Two article excerpts show some detail of the intellectual property issues as related to protection.

In a ComputerWorld article, Ann Harrison wrote “U.S. judges have recently ruled that unauthorized re-engineering of the digital video disc playback system and a Web filtering program called Cyberpatrol violated copyright and trade-secret laws.”

In another ComputerWorld article on the same subject, Ann Harrison wrote “In March, the copyright wars continued when El Segundo, Calif.-based Mattel Inc. sued a Swede and Canadian who reverse-engineered the CyberPatrol Web filtering program producing two software utilities, known as cphack, that revealed the parent's password and displayed a list of blocked sites. Mattel argued that the reverse engineering was illegal because it was prohibited on the software's shrink-wrap license. A judge sided with Mattel and the company issued e-mail subpoenas against mirror sites that posted the software.”

Mark Halligan, on his Trade Secrets Homepage on the Internet, has an excellent list of recent legal cases involving trade secrets and the majority of those listed are related to the software industry.

CONCLUSION

The practice of reverse engineering in the software industry is directly linked to the issue of trade secrets.  There are a few valid reasons for reverse engineering along with the understood typical goal of exploiting confidential information and programming methods to provide a competitive edge to the less ethical firm.  Recent legislation serves to provide increased intellectual property protection to firms that produce software applications for commercial sale.  As long as the software industry remains highly competitive, there will remain a desire for reverse engineering using legal or illegal means.  
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