Sample Company Information Systems Security Plan

by Stephen F. Delahunty  resume@delahunty.com 
INTRO

One of the areas to be addressed within the company information technology structure is our overall security.  An initial task was completed which was to conduct an internal review of our current situation.  This involves both the corporate and surveillance networks.   This review is not all-inclusive but hits on the major areas.  Input is solicited, I may have missed an area or two or more.

REVIEW
area:  Corporate Network Servers.  

finding:  The corporate Microsoft Windows NT servers are configured well against security threats.  Areas such as NetBIOS names have been addressed.  Admin accounts have been disabled and new ones created. 

recommendation:  Further investigation using a vulnerability scanning application should be done.  This will identify additional hardening that should be performed.

area:  Enterprise Routers.  

finding:  A consultant firm was engaged, INS, to review our security on our Cisco brand routers.  There were only minor recommendations and the firm found that our security was good to excellent on the routers.  The consultant recommendations were implemented.  Passwords for the surveillance network routers have not been changed in a very long time.  Many ex-employees from the NOC still know current passwords.  There are some NAT entries accessible to incumbents so they can gain access to their EMS Servers.

recommendation:  Long-term management and security capabilities on the routers would be enhanced by a network management system such as the bundle of Cisco Works and Hewlett Packard OpenView Network Node Manager.  NOC employees should only have read-only passwords for the routers as needed.  Router passwords should be changed.

area: EMS Field Servers.  

finding:  These servers are at distinct risk due to their remote location.  Most are located at shelters.  The hub at each shelter could be used by an intruder to hook into our network.  The servers remain logged-in due to a requirement to run the EMS applications.  The servers are often used as craft tools computers by personnel on-site.  Servers are mostly running PC Anywhere.

recommendation:  Intrusion detection software should be located on the field servers as a client-side precaution as well as a intrusion detection system running centrally for the 'NMS' domain.  This will alert if any new devices are added to the EMS site.  A NOC user account and password should be created for all the EMS field servers.  The programming staff should continue their work to get the EMS applications to run a service.  Management of these servers would be enhanced through the use of a network management system such as Hewlett Packard OpenView with their ManageX product.  It should be evaluated as to if the EMS field servers should be configured as stand-alone servers or in the NMS domain.

area:  Surveillance Network.

finding:  The corporate and surveillance networks use the same frame relay wide area network.  Incumbents on the EMS servers can browse the servers on the corporate network.  Anyone with access to an EMS server can see all the company servers.

recommendation:  The NMS domain should be segregated from the corporate domain.  The two networks should not be on the same wide area network.  A firewall should be evaluated as to the application to this situation, to be installed between the corporate and surveillance network.  A dedicated point-to-point corporate wide area network should be created apart from the surveillance network.

area: Desktop Applications.

finding:  Some users install software without the prior approval of the IT department.  This causes problems with the systems and also licensing.  Users sometimes download applications from the Internet.

recommendation:  Address this area with corporate computer policies and remote management applications to conduct software inventories on a regular basis.  Inform users of policies.

area:  Desktop Security.

finding:  Some user desktops are not protected by screen savers with password protection.  Many users do not logoff the network at night or when leaving the office.  Users sometimes share their passwords with other employees.

recommendation:  Conduct periodic office security sweeps to ensure users are not disabling their screen savers.  Evaluate the use of desktop policies to enforce this automatically.  Inform users of all computer policies through informal briefings.

area:  Electronic Mail.

finding:  Email users make much use of the system for personal use.  Email is received that could pose a virus risk to the network.  No encryption or keys used on external mail that might be confidential.

recommendations:  Communicate improved email policy to all users.  Evaluate the possibility of a quarantine for all files received with an EXE extension.  Research easily implemented encryption and/or keys for email exchange.

area:  Laptop Security.

finding:  The company has a large number of laptop computers.  Company employees with laptops do extensive traveling which places the systems and data residing on them at risk.

recommendation:  The protection of the laptops can be covered by computer user policies and communicated to the laptop users in small informal group briefings.  Through user training, laptop users should be encouraged to keep the majority of their data on their network user directory and only the data necessary on their laptop.  Authentication methods should be evaluated to include biometric devices and authentication systems.  Desktop management system should be implemented to assist in support of the laptop users and automatic backup of their data.

area:  AntiVirus Efforts.

finding:  All desktop computers are running anti virus software, McAfee.  This is auto updated from the server daily.

recommendation:  None.

area:  Operating Systems.

finding:  Most desktop systems are running under Windows NT.  Not all patches for various components have been kept up-to-date.

recommendation:  Use a desktop management application to push out patches and upgrades as required.

area:  Intruder Detection.  

finding:  There is no method in place to see if their is an internal or external intruder on the network.

recommendation:  Implement a proactive intruder detection system, both host based in some instances and network aware.

area:  Internet Website:

finding:  The company maintains it's own web server in DC.

recommendation:  Outsource the web server to remove the security risk and facilitate increased speed of access to the site from Internet.  This will also create some redundancy.

area:  Remote Access.

finding:  The company has both a RAS server and a VPN server, on the same computer.  The company makes use of UUnet for remote access as a dial-up ISP for remote users but with only one username and password for all users.  Remote access is not restricted, all employees have the capability to use the system.

recommendation:  Although it might seem that remote access should be restricted, I recommend that it be left open to provide a valuable capability for the employees.  Remove the use of the UUnet dialup capability to keep email within the corporate network when possible and remove the risk of one username and password for UUnet remote users.

area:  Account Termination.

finding:  Network accounts are usually terminated in a timely fashion.

recommendation:  Continue to have the HR department inform IT of terminated employees.  Evaluate the potential to use the helpdesk to initiate this versus doing many at one time.

area:  Telephone Systems DC.

finding:  The telephone system is accessible, not behind locked doors.  The phone system voicemail enforces a periodic (3 month) change to the user password.

recommendations:  None really, phone system will move to Reston which has a secure area.

area:  Telephone Systems Texas.

finding:  The telephone system is well protected in a locked area.

recommendations.  None.

area:  Telephone Systems Reston.

finding:  The telephone system is well protected in a locked area.

 .  None.

area:  Demarc Texas.

finding:  The demarcation point for all network lines in Texas is in the janitor's closet.  This is a physical security risk.  

recommendation:  Have all demarc points extended to the secure data center.

area:  Demarc DC.

finding:  Demarc points located in a locked room.

recommendations:  None.

area:  Demarc Reston.

finding:  Demarc points located in the locked electrical room.

recommendations:  None.

area:  DC Programmer Offices.

finding:  These offices are the most vulnerable due to their first floor location.

recommendation:  Move the programming shop to Reston as soon as practical.  Enforce use of screen saver passwords and system logout at night.

area:  Physical Security DC.

finding:  There is no data center in the DC office.  Many servers are easily accessible and not in well protected environmental spaces.  There is a building entry security system.  Floors are protected by the use of security codes in the elevators.  The company does not have the whole building, just several floors.  The LAN closets are mostly locked.

recommendations:  Due to the move to Reston, a data center will not be constructed in DC.  Move servers to Reston to protected spaces there.

area:  Physical Security Texas.

finding:  There is a dedicated data center area in a well protected environmental space.  The room combination for the data center is the default for the lock.  There is no building security system for alarms, no alarm on the data center.  The building is wholly occupied by the company.

recommendation:  Change the combination of the cipher lock.  Install an alarm system.

area:  Physical Security Reston.

finding:  There is a dedicated data center area in a well protected environmental space.  Physical access to the computers from other building tenants is not prohibited easily.  Access to the firm’s floors of the building is easy.

recommendation:  Put in some method to prevent unauthorized physical access.

area: Internet Access.

finding:  There are two points of access to/from the Internet for the company, one in Texas and one in DC.  A Microsoft proxy server is in use at each location.  There is a company web server in DC.  Only the servers that truly need public IP addresses have that.  Users are not prohibited at all from using any Internet capability.  Some applications are in use that are not truly work related such as AOL instant messenger.  Users are partially restricted from some unauthorized websites but the process is manual to update entries for restricted access.  The access to offensive sites is not uncommon as seen in the proxy server logs.  Keeping the blocked sites updates is a constant process.  Some incoming email spam is encountered.  There is not way to see if a hacker is hitting the web or other servers.

recommendation:  Implement a company firewall with active reporting, anti-spam, and URL blocking features.  An updated company computer policy must be enforced that covers Internet access and possible restricted applications.  That policy is used to physically implement the firewall.  Suggest the use of outgoing access for http, ftp, and pop only with exceptions as requested.

area:  Computer Policies.  

finding:  There are only limited computer policies and some issues need to be addressed.

recommendation:  Enhance the computer policies.  Then communicate the new policies to end-users through informational presentations.  

area:  External Audit.

finding:  There has never been an external audit of the computer systems and networks.

recommendation:  Engage a reputable consultant firm to conduct an initial audit.  This same firm could be used to help implement other recommendations.  Periodic audits should also be conducted.

area:  Remote High Speed Access.

finding:  There are a few users with cable modems and DSL that have high-speed access to the network.  Their systems are at more risk as compared to a normal dialup computer.  The company is contemplating the use of DSL for senior executives.

recommendations:  Conduct further research.  Evaluate the application of a mini-firewall for these types of users.

area:  User Passwords.

finding:  User passwords are not aged.  Passwords are required to be a certain length but not hardened.

recommendations:  Require that users change their password at least every 180 days.  Make this part of the company computer policies.  Consider using hardened passwords and potentially user authentication systems.

AREAS ALREADY ADDRESSED

- texas data center cipher lock, combination changed

- texas alarm system, research on costs and technology begun

- corporate and surveillance network segregation, point-to-point links ordered

- physical security, moving some servers to Reston, good room there

- routers, INS recommendations completed

- programmer area, screen saver passwords

- firewall, under eval for implementation

- IMC running on a dedicated machine, was on file server with public address

- outsource website requests, bids received

- draft updated computer policies, integrated past policies and research

- reston, created temporary datacenter with protected power and cipher locks

- extensive research on security topics

- subscribe to CERT and Network Computer Security Express

- met with various consultants

SECURITY IMPLEMENTATION PLAN
The effort here is meant to be implemented in a modular design, single components do not usually rely on other areas.  The plan is logically broken into three areas.  The three main areas of this plan are:

1.
Network Protection

2.
Desktop Protection

3.
Corporate Policy

Discussion of the three areas follows here.  Recommendations are incorporated into each sub-section.  At the bottom of the document there is a section that details actions that are required very soon, an Immediate Action section.

A related issue to this plan is the recommendation to task one person in the IT department to oversee this plan.  Many personnel in the department will be responsible for various areas already under their control.  But one person should pull this together and then report status to the Senior Manager for LAN/WAN.

NETWORK PROTECTION
· Points of Entry

· Authentication

· Physical Security

· Intrusion Detection

· Vulnerability Scanning

· Internet Firewall

· Remote Access

· Surveillance Network

· Web Server

· Email Server

· Virtual Private Network

· Desktop Modems

· File Security

· End User Policies

Points of Entry.  We need to protect ourselves at the points of entry into our network.  These are covered in other sections of this document and include the Internet (firewall), Remote Access, Desktop Modems, and Virtual Private Network.

Authentication.  We should evaluate the use of an authenticating system such as Cisco Secure Server or a Radius Server or a Secure ID Server as a single authentication point for the network, remote access, virtual private networking, and internet access.

Physical Security.  Our servers and critical equipment should not be easily accessible.  A related issue is that battery backup and fire prevention systems are needed in some cases.

Intrusion Detection.  This is a proactive internal measure and gives us some level of security from an 'attack' within our network.  These software applications scan our network traffic for signs of intruders.  Most security plans focus on external access and fail to take into account attack from within the physical sites.  This is a distinct possibility.  Intrusion detection software will constantly monitor the network for attacks on the servers, odd behavior, incorrect password attempts, etc.  The IT team can receive pager notification of critical events, for instance someone trying to login to the administrator account at 2am on a Saturday when we are not in the office.  Products such as NetProwler / Intruder Alert (www.axent.com) and RealSecure (www.iss.net) should be evaluated for their usefulness and applicability.  Cisco products should be evaluated as well.

Vulnerability Scanning.  We cannot fix problems that we do not know exist.  A vulnerability scanner will find any 'holes' or flaws in our security configuration on our servers.  Some products are very inexpensive such as the Kane Security Analyst.  We should look at these products such as Kane, Internet Scanner (www.iss.net) or CyberCop (www.nai.com).  Some of these products will let us 'point' them at our firewall and Internet server to check for configuration problems and critical areas.

Internet Firewall.  INS had recommended that an Internet firewall be installed to protect our Corporate network and our Internet server.  We currently have a Proxy server which provides some level of protection but not to the same extent of a firewall.  A firewall will protect our network from attack and serves to create a 'demilitarized zone' between our network and the Internet.  A firewall will be needed in Texas and DC (Reston).

Remote Access.  We need the same level of protection for our remote access systems (remote users dialing in through modems) as for our Corporate network.  We may need better protection due to the risk of entry by untrusted sources.  We should evaluate the utility of a system such as SecureID which provides a digital passcode for authentication into our network.  This could be integrated into an authentication system such as Cisco Secure Server as mentioned in the Authentication section of this document.  Remote users will come in to our network from one of two entry points, the VPN or RAS servers.  We should investigate the potential to use an IPSEC client for the VPN which will be more secure than our current PPTP client.  Access to the RAS server or VPN maybe might not be as a default, maybe only on an as-needed basis.  

Surveillance Network. We should probably segment the surveillance network from our corporate network.  This may entail the use of a firewall.  Due to the remote nature and abundance of servers, the danger of an outsider getting into one of our servers is real.  Intruder detection client software should be loaded on the remote servers.

Web Server.  This server will always be at risk and the most likely target of an attack.  We can either protect it further from behind a firewall or outsource the website itself.  

Email Server.  The Internet Mail Connector (IMC) is at risk since it requires a public IP address.  There may be methods to reduce this risk.

Virtual Private Network.  The VPN should reside behind the company firewall on the DMZ.  We should look to use a more secure client application on the firewall such as one that is IPSEC compliant.  The VPN will be duplicated, to a lesser level, in Texas.

Desktop Modems.  These should be reduced whenever possible.  The RAS server can potentially provide an outgoing modem capability.

File Security.  The directory structure on the servers is a mess.  In NT Server a user can see all the subdirectories.  We need to figure out how to restrict that.  We need to clean-up the servers.

End User Policies.  Good end user policies contribute to the success of our security efforts.  We need to thoroughly re-work our computer policies to include distinct areas on email and internet access and the download/install of software.

