Overview

The purpose of this document is to provide an overview on Pathnet as a company and the Information Technology (IT) department in particular.  The non-IT information in this document has been extracted from publicly available sources.  The IT portions of this document may contain confidential information.  The sections of this document include:
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Company Background

Pathnet helps telecommunications providers find the 'path' to customers in small markets as a "carrier's carrier".  We sell wireless capacity and access to our digital fiber-optic network.  Pathnet is providing high capacity, fiber and wireless bandwidth to under-served and second and third tier U.S. markets.  The company strategy is to build low-cost telecommunications networks through partnering arrangements.  Pathnet's customers include cellular operators, local exchange carriers, Internet service providers, interexchange carriers, and regional Bell operating companies.  The network has been built by knitting together the telecom assets of utilities, pipelines, and railroads.  Pathnet is a leader in building digital networks enabling competitive telephony service in areas where a choice or even current access may be limited.  Pathnet plans to connect over 230 second and third-tier markets to larger tier one markets using an extensive right-of-way inventory.  So far Pathnet has assembled over 6,100 miles of synchronous optical network (SONET) in 12 states.  We have 1,400 more miles under construction and over 10,000 more miles under commitment.  Pathnet is privately held by several investment firms.



Founded in 1995, Pathnet's wireless network evolved out of a FCC regulatory action that required hundreds of private microwave network operators to reconfigure their networks by relocating to a different part of the spectrum. Pathnet had partnered with owners of telecommunications assets, including utility, pipeline and railroad companies, to upgrade and aggregate existing infrastructure to a state-of-the-art SONET network.

�Business Strategy

Key components of the company’s business and operating strategies are as follows:

Market	Focus on smaller, capacity constrained markets, second/third tier markets.

Role	Position the company as a 'carrier's carrier.'

Alliances	Build networks through partnering arrangements.

Rights-of-Way	Establish strategic relationships with incumbents for unique routes. 

Vendors	Create relationships with providers of telecommunications assets.

Sales	Support our direct sales force.

Service	Provide superior customer service.     

Low Cost	Offer a low cost access alternative to carriers.

Quality	Deliver greater than 99.999% network reliability on any individual path.

Important Events

23 May 2000.  Cisco Powered Network Program.  Pathnet completed a business alliance designed to accelerate the development of next-generation networking in under-served markets across the country based on equipment from Cisco.

03 May 2000.  Deal with Nortel Networks.   Signed a multi-year agreement with Nortel Networks, estimated to be worth $120 million, for leading-edge optical Internet solutions to enhance and extend the reach of its service offerings across the United States.

06 April 2000.  Strategic Investment Transaction.  Closure of a strategic investment transaction with Colonial Pipeline Company, Burlington Northern and Santa Fe Railway Company, and CSX Transportation.  Pathnet received the right to develop over 12,000 miles of these investors’ rights-of-way holdings. In addition to providing a portion of the rights-of-way access, Colonial Pipeline also made a cash investment of $43 million in Pathnet with a second investment of $25 million expected upon the completion of Pathnet’s Chicago to Denver fiber build.  

09 February 2000.  Agreement with MetaSolv Software.  Licensing of the Telecom Business Solution software from MetaSolv.  This software will enable Pathnet to more efficiently and effectively manage its inventory and network design, ordering, service provisioning, trouble ticketing, gateway interconnections, and work-flow management business functions.

18 January 2000.  Master Services Agreement (MSA).  Signing of another leading global telecommunications carrier for lit fiber and wireless capacity leases on Pathnet’s nationwide, digital network.  This agreement is the third such agreement of its kind that a major global telecommunications provider has signed with Pathnet.

18 January 2000.  Dark Fiber $7 Million Agreement.  Multi-year, dark fiber agreement with a leading global telecommunications services provider.  The fiber sale is valued at more than $5.2 million and will traverse a segment of the multi-conduit, fiber-optic network between Chicago and Denver currently being co-built by Pathnet and Worldwide Fiber.  Additional annual fees for dark fiber maintenance and rental of equipment shelters are also included in the agreement.  The multi-year contract provides the global carrier with the option to extend the mileage and fiber count, thereby increasing the value of the agreement to over $7 million.

02 December 1999.  New Mexico to Texas 350 mile network.  Co-development agreement with CapRock Communications Corp. to construct a multi-conduit, fiber network between Albuquerque, New Mexico and El Paso, Texas. The total projected cost for this 350-mile network segment is approximately $40 million with a scheduled completion date of year-end 2000.

09 Nov 1999.  Pathnet gains rights-of-way and investors.  Agreements providing for strategic investments from Colonial Pipeline Company, Burlington Northern Santa Fe Corporation (BNSF) and CSX Corporation, valued at $250 million. As part of these agreements, Pathnet will receive the right to develop over 12,000 miles of the investors’ rights-of-way holdings. Each of the companies is contributing various levels of rights-of-way at values based on the routes. Colonial Pipeline will also make a $63 million cash investment in Pathnet.  

06 August 1999.  Colorado to New Mexico 400 mile network.  Co-development agreement with Tri-State Generation and Transmission Association, Inc., to construct a 400-mile fiber network connecting Grand Junction, Colorado to Albuquerque, New Mexico. The total projected cost for this route is approximately $40 million with a scheduled completion date of year-end 2000.

13 April 1999.  Chicago to Denver 1,100 mile network.  Strategic agreement with Worldwide Fiber USA (WFI) to construct a multi-conduit fiber-optic 1,100 mile network between Chicago, Illinois and Denver, Colorado. The total projected cost for this project is in excess of $100 million. 

03 February 1999.  Lucent to provide fiber for Pathnet.  Lucent Technologies to be the exclusive supplier of fiber-optic cable for its nationwide, voice and data network. The agreement is initially valued at $440 million and could grow up to $2.1 billion over the life of the seven-year agreement. This represents potentially the single largest fiber supply agreement to a network operator in the United States.

12 January 1999.  NEC to provide microwave radios.  NEC America, Inc., a leading provider of microwave radio communications products, today announced a new long-term, multi-million dollar contract for the SONET/SDH-based digital microwave radio product with Pathnet. The contract is valued at up to $100 million.

28 April 1998.  Pathnet adds to strategic alliances.  Pathnet has signed an agreement with Northern Indiana Public Service Company (NIPSCO) to participate in the upgrade of the utility’s existing internal communications network using state-of-the-art digital technology. NIPSCO joins a growing list of companies, including Texaco, KN Energy, and Northern Border Pipeline, which have formed strategic alliances with Pathnet. To date, 45 companies which control approximately 86,000 route miles have authorized Pathnet in writing to prepare preliminary engineering evaluations of their networks, for the intended purpose of entering into a long-term strategic relationship. 

20 November 1997.  Pathnet secures financing.  Pathnet secured an additional $30 million in capital investments.  Pathnet is set to raise $350-$375 million to complete Phase I of its network.
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IT Network Staff Mission

The IT network staff has several main missions:

Corporate Network – provide an excellent quality of service and technology to the end-users of our computer systems. 

Operations Support – support the production systems, housed in the data center and other locations, that provide for critical functions of the company.

Surveillance Network – support the telecommunications network (our fiber-optic and wireless network) in the form of the surveillance network infrastructure.

Information Technology – provide expertise in information systems projects as required or requested by departments within the company.

IT Network Strategy

Areas of risk that have been identified by the Company that are critical for application of IT resources include:

Expansion.  The Company's business plan may, if successfully implemented, result in rapid expansion of its operations. Rapid expansion of the Company's operations may place a significant strain on the Company's management, financial and other resources. 

Growth.  The Company's ability to manage future growth, should it occur, will depend upon its ability to monitor operations, control costs, maintain regulatory compliance, maintain effective quality controls and expand significantly the Company's internal management, technical, information and accounting systems and to attract and retain additional qualified personnel. 

Information Systems.  Sophisticated information and processing systems are vital to the Company's growth and its ability to monitor network performance, provision customer orders for telecommunications capacity, bill customers accurately, provide high-quality customer service and achieve operating efficiencies. As the Company grows, any inability to operate its billing and information and processing systems, or to upgrade internal systems and procedures as necessary, could have a material adverse impact on the Company's ability to reach its objectives, or on its business, financial condition and results of operations.
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�IT Network Staff Organizational Chart
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Detailed Network Overview



Enterprise.  Our network department supports:

Network – corporate network (local area network LAN & wide area network WAN), surveillance network (frame relay circuits), office connectivity, cabling infrastructure, servers, software applications, and personal computers.

Corporate Offices – 3 physical sites each with their own LAN and linked to the Corporate network are supported: Washington DC, Richardson TX, and Reston VA.

Data Center – there is a major data center at the Reston VA location and a small computer room at the Richardson TX location.  The Reston VA  location has many state-of-the-art facility support components to include fire suppression, raised floor, environmental controls, sensors, and security protection.

Departments – over 20 supported.

Corporate Wide Area Network – point to point links with associated routers between Reston VA and Richardson TX as well as Reston VA and Washington DC.

Surveillance Network – 22 frame relay circuits to form the network with associated routers.

Users – approximately 175 users on our corporate network, about 75 in Texas and 100 in DC/Reston. 

Computers – just over 350 personal computers in use, all of which are Pentium technology.  Most systems are on our network but some are used in a stand-alone capacity.  About 1/2 to 2/3 of the computers are laptops.  Standard desktop brand is Micron, laptop brand is Fujitsu.  The network staff supports all computers within the company.

Printers - over 20 printers along with associated print servers, mostly department level group printers, five color laser printers, several plotters.

Phone Systems – a Nortel Norstar Meridian ICS model key system exists in each physical office.  Desktop phones are Norstar brand.  A replacement system is planned due to growth and user enhancement requirements.

Network and Computer Operating Systems.  We run and support the following operating systems:

Microsoft Windows NT Server ..... network operating system for servers

HP UX ..... operating system for the HP3000 and HP9000 systems

Sun Solaris ..... operating system for various Operations systems

Microsoft Windows NT Workstation ..... workstation graphical user interface

Linux ….. operating system for the firewall appliances

Cisco IOS ….. operating system for routers

Major Systems - In addition to our own network servers, we provide integration, systems administration, and network related support for the:

Hekimian ….. HP9000 running HP UX  (UNIX)

Nortel INM ….. HP3000 workstations (2) running HP UX  (UNIX)

Cisco DSL Mgr / Service Conn Mgr ….. SUN 220r server running Solaris  (UNIX)

Cisco Works/Dart Rambler ….. SUN 220r server running Solaris  (UNIX)

Cisco Wan Mgr ….. SUN 220r server running Solaris  (UNIX)

MetaSolv ….. Dell PowerEdge 440 servers (3) running Windows NT Server

Network Management – we have two servers that run various network management applications.  One server is in Reston VA and one in Richardson TX, they are redundant to each other.  The servers run Hewlett Packard OpenView (net mgt), WhatsUp Gold (net monitor), radius (authentication), firewall logging (net history), Callisto Orbiter (config mgt).

Servers – the following network servers are under direct support, all run Microsoft Windows NT Server.  (pn=pathnet, pnrv=reston, pnrt=richardson, pnhq=dc)

Reston VA:

pnrv_NetMgt ….. Dell PowerEdge 4500, network management server

pnrv_Intranet ….. HP NetServer E60, intranet server

pnrv_Email …. HP NetServer LH Pro, email server, Microsoft Exchange

pnrv_Backup ….. Micron Desktop, tape backup server, Backup Exec

pnrv_Print ….. HP NetServer E60, backup domain controller, print/dhcp

pnrt031 ….. application server, pcts, others

Richardson TX:

pnrt_NetMgt ….. Dell PowerEdge 4500, network management server

pnrt001 ….. Dell PowerEdge 2300, file server

Richardson ….. HP NetServer E45, primary domain controller, exchange

Dell ….. Dell PowerEdge 2100, print/dhcp/wins server, bdc

Backup_Svr ….. rax/vpn, tape backup server, Backup Exec

pnrt1 ….. blr map data

pnrt2 ….. proxy server (will be replaced by firewall)

hvserv ….. former highland village site server

ik1 ….. former kansas site server

Washington DC:

pnrv001 ….. Dell PowerEdge 4300, file server (will be named pnrv_File)

pnrv022 ….. Dell PowerEdge 2200, internet email

pnhq1 ….. Micron Desktop, primary domain controller, proxy server, dns

pnhq3 ….. Compaq Proliant, email server, Microsoft Exchange

pnhq4 ….. Micron Desktop, ras/vpn  (being replaced)

pnhq5 ….. Micron Desktop, remedy app for NOC (being discontinued)

pnhq6 ….. Micron Desktop, cd-rom tower

pnhq7 ….. Dell PowerEdge 2200, backup domain controller

pnhq8 ….. Micron Desktop, pmdata reports, cognos reports

pnhq9 ….. Micron Desktop, web server

pnhq10 ….. Micron Desktop, application server (old, to be retired)

pnhq11 ….. Dell PowerEdge 2300, app server (mas90, adp, frx, others)

pnhq12 ….. Micron Desktop, sms server (being retired)

oracledev ….. development server

EMS Servers – Element Management System (EMS) servers are located on the company fiber and wireless nationwide network at strategic points to collect and send back fault/performance data to the NOC. These run Microsoft Windows NT Server as the operating system with an installation of Oracle for the database along with the Pathnet internally developed EMS software and several other related applications.  There are over 18 EMS servers deployed in the field.  There are other EMS servers to support the NT domain and provide for other functions as depicted below.  

EMS Field Servers ….. 18 of these at strategic sites on the fiber/microwave network

NMS1 ….. primary domain controller for EMS servers, located in DC

NMS2 ….. backup domain controller for EMS servers, located in Reston

EMSDB1 ….. central Oracle database server, located in the NOC

EMSDB2 ….. Oracle data warehouse and log manager server, located in the NOC

EMSDEV1 ….. programming shop development server

EMSLAB1 ….. test system, DC-power based, for radio testing of apps

EMSTEMP1 ….. backup field server, located in DC

EMSTEMP2 ….. backup field server, located in Reston

EMSMGT ….. configuration management server, network management

Test Systems – we maintain several servers and workstations for testing purposes, all Micron desktop systems, these run various operating systems and client applications.

Remote access systems – we have both dial-up and vpn servers, one of each in Reston VA and Richardson TX.  All are Shiva brand, LanRover for dial-up and Express for vpn.

Infrastructure - The company network is comprised of local area networks at the physical offices linked via our corporate wide area network.  Connectivity includes leased lines as well as local unshielded twisted pair and fiber-optic cabling.  The overall network cabling scheme and protocols use Ethernet standards of 100baseTX standards.  At each office there are hardware components that provide our network capabilities.  We utilize a detailed system to provide for our computing environment.  Our primary standard for network hardware is the Cisco brand.  This infrastructure includes the following:

Network Cabling Connections	Network Concentrators (hubs)

Routers		DSUs/CSUs

Ethernet Switches	Remote Access Servers

Print Servers	Leased Lines

Firewalls		VPN Servers

APC Battery Backup	Remote Reboot Units

Client Server Systems - We have many client/server database systems.  These include:

Element Management System ….. Oracle Server

MetaSolv TBS ….. Oracle Server

Nortel INM ….. tbd

Hekimian ….. tbd

MAS90 ….. tbd

Sales Logix ….. SQL Anywhere

Remedy ….. Oracle Server

ADP …… tbd

FRx ….. tbd

End User Software.  Our standard desktop/laptop computers run Microsoft Office Pro which includes Word, Excel, PowerPoint, and Access.  Our email client is Microsoft Outlook with Microsoft Exchange on the server.  Users have Microsoft Internet Explorer as their web browser.  There are various other packages and software programs installed for specific users and projects, other than client/server systems already listed these include:

Autodesk AutoCAD …. drafting

Cognos Impromptu & PowerPlay …… database computation and reporting

Visio ….. graphics

Hummingbird Exceed ….. terminal emulation

Secure CRT ….. terminal emulation

MapInfo ….. geographic graphics

Network Associates VirusScan ….. anti virus utility

Microsoft Project ….. project scheduling

Primavera Project Scheduler ….. project scheduling

WinZip ….. file compression utility

Diskeeper ….. hard disk defrag utility

PC AnyWhere ….. remote control utility



Server & Equipment Relationship Diagrams.  These diagrams show a graphical depiction of the network servers and major computer systems along with connectivity equipment.





Diagram is Under Development�Remote Access Component Diagrams.  This diagram shows a graphical depiction of the systems involved with remote access to the network.
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Consultant Firms.  The network department does make use of consultant firms and technical vendors where their expertise is valuable or necessary.  Consultant firms have been involved in many critical projects.  The consultant firms utilized include:

INS ….. initial design of corporate and surveillance network

INS ….. review of surveillance network

INS ….. assist to deploy desktop management

Coleman-Martin ….. requirements analysis for enterprise network redesign

Coleman-Martin ….. installation of a network management system

Metro DSG ….. reston building cabling

Nobel Networking ….. firewall install assistance

Price Waterhouse Coopers ….. audit of enterprise security

Saulsbury Associates ….. phone system needs analysis

TRW ….. review of OSI protocol implementation



Support Vendors.  Various vendors are used to fully support company operations on a regular basis.  These organizations supplement the network staff in many important areas.  The primary support vendors include:

AAA Networks ….. network equipment value added reseller

Amherst ….. computer and related equipment / software value added reseller

Arcus ….. offsite tape storage, Texas & Virginia

ATC ….. phone system support, Virginia

Broadwing ….. long distance provider

Cisco ….. router and connectivity equipment

Concentric Networks ….. phone system support, Virginia (alternate vendor)

Dell ….. server sales, support for servers

Hewlett Packard ….. support for printers and servers

Hi-Line ….. phone system equipment reseller

JMH ….. phone system support, Texas

Metro DSG ….. network cabling, equipment value added reseller

Midland ….. computer and related equipment / software value added reseller

Osage ….. large computer system value added reseller

Stream ….. helpdesk support for standard office application software

SUN ….. support for SUN computer systems

UUnet ….. website outsource and Internet connectivity, Virginia

Verio …... connectivity to the Internet, Texas



Redundancy of Systems.  There are specific safeguards in place to ensure maximum uptime of our mission critical systems.  Some of the components of our redundancy include:

ISPs ….. two Internet service providers, Verio in Texas, UUnet in Reston, routers will automatically provide fail-over to other ISP in the event of a problem with a router or the ISP itself

Firewalls ….. two in place, one at each site, support contract, fail-over to each other due to router monitoring of firewall

Applications ….. majority of applications run from user hard disk drives, provide for use of software in the event of network or server problems

Surveillance Network ….. corporate network provides for re-direction of traffic in the event of a frame relay outage to the NOC or circuit problems

UPS / Generator ….. provides backup power for data center in the event of a power outage

Tape Backup ….. duplicate tape backup drives in VA, DC, and TX

Offsite Storage ….. use of offsite storage vendor for tape backups and disaster recovery items such as software, licenses, and so forth

RAID ….. disk fault tolerance for all mission critical servers, provides for system operations in the event of a hard disk failure

Service Contracts ….. service contracts with a minimum of 24hr/day x 7day/week x 365days/year for all mission critical servers with 4 hour response onsite

Nortel INM ….. tandem workstations with some redundant applications running

EMS Database ….. duplicate configured log manager and database server

EMS Field Servers ….. temporary servers to function for backup purposes

Network Management ….. redundant network management systems with duplicate applications monitoring each other and equipment

Remote Access …. dialup servers at each location, vpn servers at each location, duplicate radius authentication systems

Hekimian ….. spare equipment for certain components

MetaSolv ….. redundant database server

SAN ….. storage area network, being evaluated as a measure to provide near to real-time backup of all data on critical systems

�Network Staff Work Break-Out
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