Copyright  Paper

OVERVIEW

A copyright clause is included in the United States Constitution as written in 1787.  This is contained in Article I, Section 8 and states “to promote the progress of science and useful arts, by securing for limited times to authors and inventors the exclusive right to their respective writings and discoveries”.  The term ‘authors’ is generally understood to refer to creative artists.  

Today, copyright law is mainly derived from the Copyright Act of 1976, which became effective 1 January 1978.  However there were interesting and important changes incorporated in 1998 which are worth discussion.  The Digital Millennium Copyright Act (DMCA) as passed in October 1998 addresses many technology areas.  Specific copyright changes that are related to technology interests are expanded in this paper.

DMCA COPYRIGHT CHANGES

The DMCA incorporates two treaties of the World Intellectual Property Organization (WIPO), which was founded by the United Nations.  Those two treaties are the WIPO Copyright Treaty and the WIPO Performances and Phonograms Treaty.   The DMCA consists of five areas, called titles.  Only titles I through IV will be covered here.

1. Title I - WIPO Treaties Implementation Act of 1998

2. Title II - Online Copyright Infringement Liability Limitation Act

3. Title III - Computer Maintenance Competition Assurance Act

4. Title IV - Miscellaneous Provisions

5. Title V - Vessel Hull Design Protection Act

Title I – WIPO Treaties Implementation.  This area of the DMCA has two issues dealing with technology.  Title I created two new provisions in Title 17 of U.S. Code, one for “circumvention of technological measures used by copyright owners to protect their works” and one on “tampering with copyright management information”.  The U.S. Copyright Office notes, “these obligations serve as technological adjuncts to the exclusive rights granted by copyright law.”

The provisions of Title I requires that the author, or the entertainment industry, put in place the systems to prevent copying.  The copyright owner has the burden to put the anti-copying measures in use, much like how a trade secret owner must put in place measures to protect their secrets.  The Nolo online legal encyclopedia notes that “copyright owners are planning to implement a system of embedded copyright management information (CMIs) or digital watermarks in their copies” as an effective measure to combat copyright infringement.  Basically the DMCA provides legal enforcement to prevent circumvention of, or tampering with, these CMIs.

It is interesting to note that circumnavigating measures that prevent copying works is not prohibited, due to fair use provisions.  This is because the DMCA “divides technological measures into two categories: measures that prevent unauthorized access to a copyrighted work and measures that prevent unauthorized copying of a copyrighted work”.   It is illegal to circumnavigate measures put in place to prevent unauthorized access, but not illegal to circumnavigate measures put in place to prevent copying.  The DMCA also makes it illegal to manufacture devices that are primarily designed and sold to circumnavigate copyrights protection measures such as CMIs.

Exceptions to Title I of the DMCA are similar to exceptions for other fair-use reasons.  These include allowable circumvention of protection measures if for educational use, reverse engineering for interoperability, encryption research, protection of minors, personal privacy, or security testing.

Title II – Online Copyright.  This added a new section to the Copyright Act for the protection, or limit of liability to, online service providers.  The DMCA notes the four areas of added protection as:

1. Transitory Communications

2. System Caching

3. User Storage

4. Information Location Tools

Transitory Communications.  This would be the situation where the service provider is just the conduit of the information.  An example would be if someone sends an email to another person, containing copyrighted software, and the service provider is the email provider for the person sending the transmission.  The service provider would not be liable, but the sender would be guilty.

System Caching.  This would be the situation where the service provider is holding information on their systems that could be a copyright infringement.  Service providers make use of technology methods called proxying to keep information on their servers close to their customers, recently visited sites, downloaded data, etc.  An example of this would be if someone downloads an illegal copy of software from a website, the online service provider may retain a copy of that software on their proxy server for future customer downloads.  That is an automatic proxy of the information, not some formal move on the part of the service provider.  Most proxy techniques do include a regular purge of the cached system data on the servers.  The service provider would not be liable, but the person performing the download would be guilty.

User Storage.  This would be the situation where the service provider allows the customers to have a certain amount of storage space on their servers.  It is not uncommon for service providers to give each of their customer’s space on a web server for their own websites.  Service providers are encouraged to police their own systems for such infringement.  An example would be if someone has a website from their service provider and they have illegal copies of software on their website for download.  The service provider would not be liable, but the customer would be guilty.

Information Location Tools.  This would be the situation where the service provider has a search engine capability to allow customers to find other websites or information on the Internet.  The results of searches could point the user to illegal copies of software and so forth.  An example would be if someone uses the service providers search engine to look for illegal copies of a certain piece of software.  The service provider would not be liable, but the person doing the search would be guilty.

It is critical that to gain this protection an entity must qualify as a service provider.  So a company that had engaged in copyright infringement could not merely claim they were an online service provider to limit their liability.   Also the service provider cannot use the protection of these liabilities if they are blatantly engaging in illegal activity such as providing direct links to illegal software or download areas for software which they know to be copyrighted and not freely distributed.  Lastly, the service provider must take actions to prohibit illegal use of their systems once they become aware of any infraction.

Title III – Computer Maintenance.  This is not an area of the DMCA with major impact.  This provision basically allows a person to make a personal copy of software on their computer before maintenance is performed on the system.  The software copied must be legally obtained.   This provision also provides limited liability to a computer service firm when working on system repairs.

Title IV – Miscellaneous Provisions.  This area of the DMCA covers several issues dealing with technology.  The technology related miscellaneous provisions of the DMCA deal with the following:

· Ephemeral Recordings

· Distance Education

· Nonprofit Libraries and Archives

· Webcasting

Ephemeral Recordings.  These are recordings made by an organization such as a radio station to allow for broadcast at a later date.  This provision is related to digital copies of recordings and the broadcast of copies.  The requirement for payment of a statutory license is required. 

Distance Education.  There are not any provisions for copyright changes related to distance education, rather the DMCA requires that the U.S. Copyright Office research ways to promote distance education while taking into account copyright issues germane.  Certain issues are pertinent to include possible new exceptions, exclusions, protection, and licensing.  

Webcasting.  This is the situation where a website provides streaming audio of recordings.  Previous laws had not addressed this situation where the Internet was now functioning somewhat like an FCC regulated broadcast station.  The DMCA provides that websites providing such services must pay statutory license fees and adhere to copyright requirements.

EXAMPLES

Current Examples.  It does not take long to find very current news items with links to the DMCA legislation.  These article excerpts show some detail of the intellectual property issues as related to copyrights and the DMCA.

In a ComputerWorld article, Ann Harrison wrote “Microsoft claims that a Slashdot discussion thread that posted Microsoft's proprietary extensions to the open-source Kerberos protocol violated Microsoft's copyright and is illegal under the Digital Millennium Copyright Act (DMCA).”

In an Interactive Week article, Todd Spangler wrote, “The Recording Industry Association of America accuses Napster of violating the two-year-old Digital Millennium Copyright Act (DMCA), designed to protect artists from online pirates. But the law also contains provisions to protect Internet service providers from liability if subscribers were downloading or uploading illegal material, as long as the ISP didn't have knowledge of the specific acts and, once notified of them, acted expeditiously to halt them; Napster hopes to also fall under this provision.”

In a CNN article, Hane Lee wrote, “Napster could theoretically be forced to shut down its servers, which house the directories pointing to individual digital music collections, says Hale. But he argues it would be impossible to dismantle other programs like Gnutella, which functions like Napster but is not maintained by any central server.”

In a ComputerWorld article, Ann Harrison wrote, “During hearings on which classes of works should be exempted under the 1998 Digital Millennium Copyright Act (DMCA), members of the Silicon Valley Linux Users Group held a rally to protest the current law. The protesters argued that the DMCA restricts the fair use of copyrighted material and development of free, open-source software.”

CONCLUSION

Copyright law has gone through recent additions.  Powerful lobbying efforts have made it possible to add provisions to U.S. law and specifically the Copyright Act.  Although there may be some evidence of lobbying impact on copyright law, recent changes have enabled copyright law to keep pace with technology.  The provisions of the DMCA are a good measure to address the impact of technology on copyright issues.
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