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Overview
This policy covers the use of Computer, Telephone, Electronic Mail, Internet, and other electronic system usage at Pathnet.  These policies have been developed to safeguard and promote efficient use of computer resources and apply to all users of personal computer equipment and software at Pathnet.  A short overview our the policy is below followed by expanded sections.

· Business Use.  Systems are provided for business use and are company property.

· Personal Use.  Occasional personal use of business systems is authorized.

· Objectionable Use.  Disruptive or harassing use of systems is forbidden.

· Violations.  Compliance with this policy is required.

· Access.  Only authorized access to systems is permitted.

· Passwords.  User passwords change every 90 days and must be safeguarded.

· Software.  Only company standard software installed by IT is allowed.

· File Management.  Computers files should be properly stored.

· Backups.  Storage of files on the servers is encouraged for backup.

· Standards.  Only approved hardware should be used.

· Email Use.  Mailbox limits exist with auto purging of old data, delete junk.

· File Attachments.  Entertaining email from friends should be deleted.

· Downloads.  Users may not download software or run attachments.

· Internet.  Access is provided for business use with standard protocols.

· Temps/Contractors.  Must conform to computer use policies.

· Laptops.  Should be secured to prohibit theft.

General Policy
Business Use.  Computers, computer files, the e-mail system, and software and software furnished to employees are Pathnet property intended for business use.  Please understand that these policies are for the protection of our overall system. A great deal of revenue and mission critical function is linked to our network, servers, email, computers, and phone systems.  To ensure compliance with this policy, computer, Internet and email usage may be monitored.

Personal Use.  Occasionally, employees may have need to use computers or electronic mail or phones and so forth for non-Pathnet, personal matters.  Such use should be minimal and Pathnet expects each employee to exercise good judgment and not abuse this privilege so it is not revoked.  Electronic systems may not be used to solicit others for commercial ventures, religious or political causes, outside organizations or other non-business matters.

Objectionable Use.  Pathnet strives to maintain a workplace free of harassment and sensitive to the diversity of its employees.  Therefore, Pathnet prohibits the use of computers and the e-mail system in ways that are disruptive, offensive to others or harmful to morale.  For example, the display or transmission of sexually explicit images, messages and cartoons is not allowed.  Other such misuse includes, but is not limited to, ethnic slurs, racial comments, off-color jokes or anything that may be construed as harassment or showing disrespect for others.

Violations.  Employees should notify their immediate supervisor upon learning of violations of this policy.  Employees who violate this policy will be subject to disciplinary action, up to and including termination of employment.  Any unusual system activity, including known or suspected attempts to gain unauthorized access to Company owned computer equipment or related information, must be reported immediately to the IT department for further investigation.

Inquiries.  Questions regarding this policy should be directed to the Information Technology (IT) or the Human Resources Department.

Computer Use Policy

Access.  Under no circumstances should an employee divulge Company confidential information. Access to and use of Company computers is limited to employees.  An employee must not help any unauthorized persons gain access to Company computers or data and must not attempt to gain access to information or computers beyond those which have been assigned to him or her.  Employees should not use a password, access a file, retrieve or secure through password or other means any stored communication without authorization.

Passwords.  Passwords must not be displayed or easy to guess. If you must write down your password, ensure that it is kept in a secure location. Passwords must be changed at least every 90 days with a minimum length of 5 characters. If your password becomes known by another individual, it must be changed as soon as possible.

Software.  Pathnet has adopted standard software packages in the major categories of personal computer applications. Only software from this approved list, or individually approved by the IT department, may be used on Company owned computers.  Requests for using non-standard or specialized software must be coordinated with your manager for consideration and approval by the IT department.

Pathnet expects all computer users to strictly adhere to software copyright laws. This means that an individual copy of a software package must be legally purchased for each computer on which it will be used. There must be no possibility that the same copy of a program could be in operation on more than one computer simultaneously.

Users must not load software on Company computers. Software acquired by individuals for use on a home computer can not be loaded on Company-owned machines. Specifically prohibited is software, freeware, and shareware acquired through copying or downloading from the Internet or other external systems. This policy is a precaution against legal issues, data corruption, and the incursion of "viruses" which have been known to destroy software and/or data files.

Software is not to be loaded, copied, or removed from Company computers without approval from your location’s IT department.

File Management.  Each user is responsible for the proper naming and placement of files and documents. Each user is responsible for deleting outdated information on a timely and routine basis.  Extremely confidential data should be encrypted or further secured with passwords. 

Backups.  Users should store their files on the network server versus on their local computer.  This facilitates backup of the data, security of the files, and prevention of data loss.  The file server will be backed up nightly.  The user assumes responsibility for the recoverability of any data stored on the local workstation. 

Standards.  The computers used throughout the Company are business equipment and they have been acquired to support Company operations.   Only hardware components authorized and purchased by the Company can be added to computer systems.  All computer related purchases must be approved by the IT department to ensure conformity with our standards.

Electronic Mail Policy

Email Use.  The Corporate electronic mail (email) system is provided to employees at Company expense to assist them in carrying out the Company’s business. The Company treats all messages sent, received and stored in the email system as property of the Company. The Company reserves the right to access, review, copy, and delete all email messages for any purpose and to disclose them to any party (inside or outside the Company) it deems appropriate. Confidentiality of email messages will be the norm, however decisions to access or disclose any employee’s email will be made at the highest level. Should employees make incidental use of the email system to transmit personal messages, such messages will be treated no differently from other messages.

Mailbox Limits.  These policies are necessary to conserve disk space and improve performance of the mail system and Corporate network.  Employees are allocated 250 megabytes of storage space on the email server.  Notification is automatically sent to the user at 200 megabytes.  At the 250 megabyte limit new messages cannot be created but email is still received.  Exceptions can be made only by the IT Director or CIO.  The use of PST files is not authorized.

Message Retention.   Employees are to promptly delete or archive any messages that no longer require action or are not necessary for an ongoing project or historical purposes.  This includes a recommendation to check your Sent Items folder to delete items periodically.   You should also empty your Deleted Items folder frequently.  Automated message retention policies will be enforced.  All email messages older than 30 days stored in your Deleted Items folder will be automatically purged nightly.  All email messages older than 60 days in your Sent Items folder will be automatically purged nightly.  The use of sub-folders is encouraged to store items you wish to retain.

Prohibited Use.  Our computer use policy states that the email system is provided to conduct the business of the Company. Use of the email system to transmit personal messages is allowable but should be incidental. Of special concern are the following two notes:

1) Downloads of any executable files (EXE or COM files) are strictly prohibited. That includes running any executable attachments from email and downloads via the Internet.

2) Distribution of large non-work related files is discouraged.

Since the email system is provided for the conduct of business and only for incidental personal messages, the negative impact of non-business related messages with attachments must be minimized. If a user receives a message with an attachment such as a screen saver or funny image or joke, the message must be deleted and should not be forwarded to other email users. It is a user responsibility to delete those types of email messages when received. Users are STRICTLY prohibited from forwarding them on to your various friends or email contacts. 

Our email capability is provided via a large and complex system that can get compromised by the addition of 'junk' mail with large attachments and mail with potentially virus infected attachments. Viruses received via email can pose a danger to our entire network.  The email system requires distinct maintenance. We need assistance from the users to keep the system running smoothly.  Attention to the appropriate use policy is part of that assistance.

File Attachments & Downloads.  If you receive an email with a program attachment, you are strictly prohibited from running the program unless you receive approval from the IT Department. Occasionally users receive email with attachments that are actual programs. A program has an EXE or COM extension. The attachment could very easily be infected with a virus. These attachments are sometimes some sort of joke, video etc. You are required to delete that email message entirely. 

Message Circulation.  If you receive an email from a friend or work associate that notifies you of a possible virus alert please forward that message to the Help Desk.  Please do not forward that message to anyone else.  We will confirm or deny the existence of any virus and reply back to you.  This measure is necessary since so many of these types of messages turn out to be 'hoaxes' and just serve to generate huge amounts of unnecessary email traffic.

Unwanted Messages.  If you receive email from an unwanted source, the IT department can block further messages from that source.  This type of junk mail can be blocked on an individual basis but the coordination must be done through the IT department.  

Confidential Company Information.  While confidential information can be transmitted internally using email, always use care in addressing messages to make sure that they are not inadvertently sent to outsiders or the wrong person inside the Company. The integrity, security, or authenticity of any message sent or received over the Internet cannot be guaranteed. In addition, exercise care when using distribution lists to be sure that all addressees are appropriate recipients of the information. Lists are not always kept current and individuals using lists should take measures to ensure that the lists are current.

Email Etiquette.  Please take care to ensure that your messages are courteous, professional, and businesslike. Use of email to engage in any communications that are in violation of Company policy, including but not limited to transmission of defamatory, obscene, offensive, or harassing messages, or messages that disclose personal information, is prohibited.

Internet Access and Use

Capabilities.  All employees are provided with basic direct Internet access (http and ftp protocols) via their web browser.  The company standard web browser is Internet Explorer.  Use of other Internet applications falls under the software policy as described in an earlier section.  We do not own any licenses for other web browsers.  Other web applications, even if they are free or thought to be free, are not authorized unless approved.  Other Internet capabilities (protocols) are authorized as needed and only with prior approval by the IT department.  Web browser plug-ins are allowable if used for business purposes.  No support will be provided for non-business related use of the Internet.

On Line Services.  Use of any on-line service (e.g. America Online, MSN, AT&T, MindSpring etc.), must be approved by the Department manager and coordinated through the IT department.   Such on-line services are usually not work related and so are highly discouraged.

Downloads.  Downloading of any software programs is prohibited unless prior approval has been obtained from the IT Department. Care should be taken when downloading any information to prevent virus exposures and copyright infringement liabilities. 

Other Guidelines
Temps & Contractors.  For the purpose of this document the term temp is the same as contractor or consultant or any non-Pathnet employee.  As a default, due to security reasons, temps will not be provided access to the following resources unless specifically requested by the Pathnet hiring contact: electronic mail system, internet access, shared server directories.  Temp accounts will be set to terminate on the date provided by the internal department hiring the manpower resource.  If they have their own computer it must have an anti-virus application loaded and resident.  The temp must sign the Pathnet computer use policy. 

Phone Use.  Personal phone calls during the workday should be kept to a minimum.  Users are encouraged to record their own personal greeting versus the standard system greeting.  Voicemail passwords are required to be changed every 90 days.

Laptops.  Care should be exercised when traveling to safeguard your laptop from theft.   When traveling, laptops must be in sight at all times or physically secure.  Report lost or stolen computers immediately.
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